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Introduction

The introduction of intelligent technologies into maritime vessel control systems is a key
direction in the development of the modern maritime industry. The rapid growth of computing
power, machine leamg algorithms, and monitoring sensor systems creates prerequisites for
transitioning from traditional control methods to adaptive andlsathing ones. In the context
of increasing maritime transportation and rising requirements for safety, environmental
sustainability, and efficiency, intelligent navigation systems are becoming the foundation of the
industry's future.

Technology Overview

Current trends include the widespread implementation of 1seitsor complexes, the
digitalization of onboard processethe development of dynamic positioning systems, and the
integration of Al algorithms into navigation solutions. There is also a shift from standard ship
parameter control systems to fully digital architectures, providing high accuracy and rapid data
exchange between vessel subsystems and diased monitoring centers. These technologies
form the basis of a fAismarto vessel capabl e
decisions.

Intelligent vessel control systems include algorithms for trajgaptimization, prediction
of surrounding object behavior, and adaptive adjustment of movement parameters. The use of
machine learning methods ensures continuous improvement of mathematical models based on
data about weather conditions, currents, vessdiidr and changes in route configurations.
Particular attention is given to reducing crew workload and preventing human errors.

It should be noted that autonomous vessels require reliable systems for identifying vessel
object parameters and stable operatin conditions of limited communication with shore
centers. The introduction of computer vision systems ensures timely danigkang by control
systems. Sensor data is processed in real time using object recognition algorithms and trajectory
prediction models. Intelligent data analysis systems create a comprehensive picture of the
surrounding environment, enabling a vessel to operate safely even in poor visibility and
challenging weather conditions.

The use of Al in navigation includes developmentshia fields of deep learning and
neural network forecasting. These technologies provide automatic selection of optimal routes,
collision avoidance, and increased resilience to external disruptions.

It is also important to note that the increasing level dbmation requires enhanced
protection of vessel systems against cyber threats. Intelligent navigation and control systems
must be resilient to attacks, ensure data integrity, and maintain secure information exchange
between subsystems. The developmentybecsecurity standards is becoming a crucial aspect
of implementing autonomous vessels, especially amid growing digital dependence of transport
processes.

Conclusion

Intelligent control systems and automated navigation are becoming the foundation for
trangorming global maritime transport. The development of Al technologies, sensor systems,
cybersecurity solutions, and autonomous platforms opens possibilities for creating highly
efficient, environmentally friendly, and safe negdneration vessels. Innowvatis in this field are
establishing new standards for the maritime industry and shaping itselonduture.
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Artificial intelligence (Al) is becoming a key element of modern navigation, monitoring,
and vessel control systems. The expanding use of autonomous modules, forecasting systems,
and intelligent assistants requires maritime specialists to understand the principles of Al tech-
nologies and to be able to interact with them effectively. Most maritime accidents are linked to
crew errors. Training in Al tools enables seafarers to process information more quickly, respond
to risks in a timely manner, and reduce the likelihood of criticatakes. Knowledge of algo-
rithms and the capabilities of automated systems increases trust in them and improves decision
making quality.

Al is used for route optimization, monitoring the technical condition of equipment, pre-
dicting malfunctions, and ensugrefficient fuel consumption. Understanding these technologies
allows both crew members and shbased specialists to effectively interact with automated
systems, improving the economic efficiency of vessel operation. The integration of data from
radars/idars, cameras, and navigation systems into a single intelligent interface requires strong
data interpretation skills. Specialists trained to work with Al modules can analyze complex in-
formation more quickly and make accurate decisions in challengingaierial conditions.

The future of the industry is linked to the development of unmanned and partially autonomous
shipping.

To remain competitive, maritime professionals must possess competencies in Al, neural
network control systems, digital diagnostiaad big data analytics. Al systems increase the dig-
ital dependence of vessels, creating additional risks. Professionals must understand the funda-
mental principles of cybersecurity, methods for protecting Al modules from cyberattacks, and
ways to prevent tleats that may affect vessel safety.

High-quality training of specialists requires updating maritime educational standards, in-
cluding courses on Al, modeling, machine learning, digital navigation systems, and data analy-
sis. The use of Abased simulatorsna training systems will increase the effectiveness of edu-
cation. The transition to digital technologies stimulates demand for highly qualified personnel.
Training in Al helps form a new professional mindset, enhances career opportunities, and con-
tributesto attracting young people to the maritime sector.
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Abstract: One of the methods for increasing energy efficiency and accuracy of automatic control
is the implementation of mathematicabahels of timedistributed systems. With the help of these models,
it is possible to predict the behavior of the system, which provides predictive control. The problem is that
if these models do not adequately implement the dynamics of the system, tiismagtmot affect en-
ergy efficiency. To solve the problem of model adequacy, methods for assessing system dynamics in real
time with system identification, signal processing and combination of sensor identification parameters
are used.
This paper investigas the possibilities of assessing the dynamics of a ship's propulsion complex with a
single electric power system in different operating modes. The mathematical model describing the ship's
dynamics is a "gray box" model based on physmathanical relabnships and combines a partial the-
oretical structure with data to compéthe model. The theoretical structure can vary from information
on the smoothness of the result to models that only require parameter fvatoegata or existing deci-
sion support systems. Therefore, the properties of such models are described by ikrsoval quan-
tities, such as mass and moment of inertia. This means that when evaluating the model, these physical
properties will be estimated.

Keywords:modeling, thruster, optimization, combined propulsion complex, partial modes
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Abstract:the work examines the solution to the problem of improving the efficiency of power plant
control based on the criterion of minimizing fuel consumption while taking meteorological conditions
into account. The operiaig modes of modern ship power plants and their average load levels are ana-
lyzed. Expressions are proposed for determining the total air excess coefficient of engines in a ship pow-
er plant, considering the consumption of moist and dry air, as determinga: Impmograms presented
in the study. Expressions are obtained for determining the optimal air excess coefficient of an internal
combustion engine corresponding to the maximum efficiency. Algorithms for power plant control are
developed, taking into accouminimal fuel consumption by varying the air excess coefficient and fuel
supply. The conducted research makes it possible to establish rules for the operation of an optimal power
plant control system under changing load conditions, the technical stgenefator sets, and environ-
mental conditions.
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APPLICATION OF PIEZOELECTRIC BIMORPHIC TRANSDUCERS FOR
MEASURING MAGNETIC FIELD PARAMETERS IN THE AIR
GAP OF MARINE INDUCTION MOTORS

Ryabtsov O.V.,, Ph.D., Associate Professor
https://orcid.org/000@001-82597266
National University «Odessa Maritime Academy»

Abstract This paper examines the possibility of measuring the main magnetic field parameters in
the gap of powerful marine asynchronous eiecinotors by using piezoelectric bimorph elements as
vibration transducers for magnetically sensitive inductive coils in a differential connection. Measuring
the field parameters in the gap, and determining, in particular, the angle of inclination adlthérfes
relative to the normal, enables the usage of additional control loops in the electric drive control system
and expands the range of diagnostic measurements for assessing the motor's condition.

Keywords:magnetic gap of an asynchronous motorzpgectric elements, bimorph vibrator, in-
duction coils, differential switching, electric drive control system, electric motor condition diagnostics.
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PROBLEMS OF ASSESSMENT AND FORECAST OF TECHNICAL CONDITION OF
DIESEL GENERATOR UNITS USING NEURAL NETWORK TECHNOLOGI ES
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Chuiko Y.l., Student

Krytsky V.l., Student

Abstract An approach to improving shipboambwer systems is proposed by substantiating the
methodology for assessing and forecasting changes in the technical condition of diesel generator sets
using classical methods of trend analysis and neural network technologies. The characteristics of mod-
ern methods for assessing and forecasting the technical condition of complex energy facilities based on
the analysis of time series of registration parameters are considered and directions for their improve-
ment are proposed. The applied task of statisticalymimand forecasting changes in the technical con-
dition of a bulk carrier diesel generator set based on a set of parameters recorded by shipboard SCADA
during longterm operation is solved. It is established from experimental data that the use of mural n
works of regression allows obtaining estimates of the technical condition and forecast of its changes by
the temperature parameter with sufficient accuracy and statistical significance.

Keywords shipboard power system, diesel generator set, assessmefaracast of technical
condition, neural network technologies
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Abstract: Modern ship poweplants must provide high efficiency and reliability during opera-
tion in various operating conditions. The use of combined propulsion complexes on modern ships allows
for better maneuverability, economy and rational use of engine power. This work cotiseemver
transmission processes in the electrical power system of a ship with a combined propulsion complex op-
erating in different modes. The main objective of the work is to study the principles of operation of the
propulsion complex and analyze enemgcesses under different operating conditions. The aim of the
work is to study energy processes in combined propulsion complexes of ships. To achieve the goal, it is
necessary to solve the main tasks: to familiarize yourself with the theoretical fomsdafigpower
transmission, to determine the main methods for calculating power for a specific ship equipped with a
combined propulsion complex and to assess the efficiency of energy processes in different operating
modes.
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lifespan, and failure rates.

Keywords induction motor; FMEA; risk analysis; drive reliability; failure modes; RPN; energy
efficiency; IEC 6180%&-1; IEC 602041; safety analysis; maintenanc&ynctional safety; electrome-
chanical systems.
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Abstact: The analysis of the effectiveness of various methods for tuning automatic control systems
of ship power plants was carried out, their advantages and disadvantages were determined. Analysis of
the quality indicators of transient processes in the A@8ved that the best value§ quality indicators
(regulation time and first deviation) are in the expert method of tuning regulators.
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Abstract The paper analyzes the ship's shaft generator systems manufactured by ABB and their
operating modes, their features based on modern convertgureent, which controls the operation of
the shaft generator system with a variable speed of rotation of the vessel main engine. The main options
for the equipment configurations of shaft generator sets for the purpose of ship electric power systems
refitting are determinedBased ona mathematical model of a synchronous generator on permanent
magnets and a power frequency converter of electricity using technical means for reducing the harmon-
ics of the ship's power supply network, energy optimization afhiie generator system was carried out
when changing the load and speed of the ship's propeller. shaft
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Abstract. Composite structures are widely used in shipbuilding. Composite structures are often
operated in difficult hydrometeorological conditions that can generate permanent destmifcitonc-
tures. This circumstance requires monitoring the technical condition of structures in real time. Diagnos-
tic control, in this case, is focused on detecting, identifying, localizing and assessing the danger of de-
fects that can negatively affect trefety or operational characteristics of the structure. Fibptic sen-
sors are more effective than others in solving the tasks of diagnosing and monitoring the technical condi-
tion of structures, and also have very compact dimensions, can be built irtimstsusuch as a distrib-
uted information and measurement system. However, there is a pressing scientific and technical task of
increasing the reliability of fibepptic structures integrated into structural materials.

Keywords:fiber sensor, structural matials, reliability
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A mathematical model of wave fields in elastic bodies subjected to vibration and containing arbi-
trary systems of thin rigid inclusions goposed. As a result of vibration, plane harmonic P and SV
waves propagate in the body, interacting with the inclusions. The mathematical model is formulated as a
boundary value problem for the equation of motion of an elastic medium under conditjdaseotle-
formation, which is reduced to a system of integral equations with respect to the stress jumps on the sur-
faces of the inclusions. The resulting system is solved approximately by the method of mechanical quad-
ratures. The ability of the model to irstigate the features of wave fields formed by the diffraction of
waves on the inclusions is demonstrated by numerical examples.

Keywords: thin inclusions, elastic waves, integral equations, stress intensity factors
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Abstract The paper presents a finite element simulation of wireless power transfer in the UHF
band between two loopneennas equipped with tuning inductors. The influence of the distance between
the antennas and the inductance value on the reflection and transmission coefficients is analyzed. It is
shown that at inductances of %8B nH and a spacing of about 2 cm, thexmmum transfer efficiency
reaches up to 60% of the input power. The obtained results confirm the possibility of optimizing the pa-
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of numerical modeling iICOMSOL Multiphysicsfor analyzing electromagnetic coupling of antennas in
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Abstract this paper addresses the structural synthesis and analysis ofauiéht controller
designed for higldynamic electromechanical systerBdAS) in autonomous marine vehicles (AMVSs). It
is shown that taking into account the internal batéctromotive force (BackMF) feedback and em-
ploying two integral components within the controller allows for increased astatism, accuracy, and sta-
bility of the closedoop current circuit. The proposed controller structure ensures fast saturation recov-
ery of the integral channels and reduced computational costs during digital implementation on micro-
controllers.

Keywords electromechanical systeraurrent contoller, PI2 controller, backEMF, high-speed
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Abstract The presence of interphase hard inclusions significantly affects the mechanical proper-
ties of parts made of piecewise homogeneous materials and, under certain conditions, leads to their de-
struction. To detenine the strength and establish quality requirements, a mathematical model has been
developed that allows the influence of inclusions on the strength of such materials to be investigated. A
generalized boundary element method has been proposed and aaaliraerslysis of the behavior of
stress jumps and the angle of rotation of inclusions has been performed.
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Formulation of a practical problem

The WPAZ2 protocol is the security standard for almost all moderRi\Wetworks, but re-
cent sudies have revealed significant vulnerabilities in it. For example, the KRACK attack ex-
posed Oseri ous Wwean attackes withirs rangencanVBreakazh@ encryption and
read information that was previously considered secure[1]. In additions ibden found that
about 80% of network devices remain vulnerable to the Pixie Dust attack even a decade after its
discovery[2]. Taken together, this means that the confidentiality of WPA2 networks is at risk,
and significant implementation errors (WPS,amect handshake processing) increase the risk
of PSK and session keys being exposed.

List of tasks to be solved

1. Analyse known vulnerabilities of the WPA2 protocol and related components (in par-
ticular, WPS).

2. Describe and investigate the main methodsttaicks on WPA2: Pixie Dust (WPS vul-
nerability), PMKID capture (without a client and via handshake), and KRACK.

3. Assess the level of threat to WPA2 security resulting from the use of these attacks.

4. Formulate recommendations for protecting WPA2 networkedas the results ob-
tained.

Presentation of the essence of the study

1. Pixie Dust Attack
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The Pixie Dust attack is a fast and effective method of hackingiWetworks that use
the WiFi Protected Setup (WPS) feature. The vulnerability lies not in the 2\ffi?dtocol itself,
but in the implementation of WPS, specifically in the insufficient entropy (randomness) of cer-
tain cryptographic values (nonces), which allows an attacker to perform a quick offline brute
force attack to obtain the WPS PIN code.

1.1 Preequisite- WPS Protocol and Its Weak Link

WPS was developed to simplify the connection of devices to-&i\Wetwork. The stand-
ard WPS authentication mechanism requires-dig8 PIN code to be entered[2]. The vulnera-
bility exploited by Pixie Dust is relad to the exchange of M3 and M7 messages during the
WPS process.

In this exchange, devices (the registrar, usually the client, and the enrollee, usually the
router) exchange keys and random numbers called nonces (humber used once).

- E — 51 (EnrollerNonce 1);

- R — 51 (Registrar Nonce 1);

- E — S2 (Enroller Nonce 2);

- R — 52 (Registrar Nonce 2).

Key weakness: WPS uses a PIN code as the initial seed for generating authorisation hash-
es (AuthHash) and master keys (PKE). To verify theembness of the PIN code, the router
sends two key elements in plain tetE — Hashl andE — Hash2, which are hashes calculat-
ed based on the PIN code, MAC address, and exchanged nonce.

1.2 How Pixie Dust Attacks Work

The Pixie Dust attack (often ifgmented by the Reaver or WiMHack tool) exploits the
fact that some manufacturers (notably those with Ralink, Broadcom, Atheros, and Realtek chip-
sets) use insufficiently random (weak) values for their nonces (esp¢E —S1 andR — 51 or
E —S2 andR — 52).

1.2.1 Stage 1: Interception of Cryptographic Elements

The attacker, while within range of the \Ki network:

1. Starts a WPS session with a router (enroller), imitating a registrar.

2. Intercepts the necessary cryptographic tleathe router sends in response:

- E — Hashl;

- E — Hash2,;

- PKE (Public Key Enroller);

- R — Hash1 (registrar response);

- R — Hash2 (registrar response);

- Nonce (especiallyE — S1 ancR — S1). The generation of thesvalues with low entropy

(e.g., based on system time, MAC address, or other predictable data) is the Achilles heel.

1.2.2 Stage 2: Offline Search and Factorisation (Attack on Reduced Complexity)

Instead of trying to guess anrd®it PIN (which wouldrequie up to 10 atte
Dust performs offline brute force attacks using intercepted data.

1. Weak Nonce: IlE —S1 andR — S1 (or E — S2 andR — 52) were weak, they could be

predicted or quickly recovered (e.g., by brtdecing a small range of values), or their recovery
could be skipped altogether, as some WPS implementations use them in such a way that they
can be excluded from the equation.

2. PIN attack: The attack boils down to britecing possible PIN codes (the firstdif-
its, since the 8th is a checksum) and calculating the corresponding control hashes (AuthHash)
using intercepted weak nonces.

3. Comparison: The calculated hash is compared with the intercE — Hash1l and

E — Hash2. Since the entire process tal@ace on the attacker's computer (offline), there are

no restrictions on the number of attempts imposed by the router (e.g., blocking after 3 failed at-
tempts).
2. PMKID attack (without client)
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The attack, presented in 2018, exploits a vulnerability imdnesome access points (APS)
handle association requests and cache keys. It allows an attacker to obtain a cryptographic hash
(PMKID) that is directly related to the PMK (Pairwise Master Key) and, therefore, to the PSK
(PreShared Key), without having tatercept the entire-dvay handshake[3].

2.1 Key Components: PMK and PMKID

To understand the attack, it is important to distinguish between two key elements:

PMK (Pairwise Master Key): This is a 2B master key that forms the basis for all ses-
sion keysin WPAZ2. It is not your password, but it is generated from it. The process looks like
this:

PMK = PBKDF2(PSK,SSID, 4096 iterations, 256 bits)

Where PSK is the network password (Bteared Key) and SSID is its name.

PMKID (PMK Identifier): This is the identifier or hash of the PMK itself. It is usedhay t
access point for caching. When a client successfully authenticates, the AP stores the PMK and
creates a PMKID as a O6shortcuté to that PMK.

PMKID = HMAC — SHA1 — 128(PMK,"PMK Name" + BSSID + StationMAC)

Where BSSID is the MAC address of the access point, and StationMAC is the MAC ad-
dress of the cliat. Key point: If you can guess the PSK, you can calculate the PMK, and then,
knowing the MAC addresses, you can calculate the PMKID[3]. A PMKID attack reverses this
process: it obtains the PMKID and tries every possible PSK until the calculated PMKIBematc
the captured one.

2.2 Attack Mechanism

The attack process (often performed by tools such as hcxtools and hashcat) consists of
three main stages:

2.2.1 Stage 1: Request for Association (Client Simulatorgwing the BSSID (MAC)
and SSID of the targeetwork, the attacker sends a single special frame: Association Request.

- This frame simulates an attempt by a new client (with the attacker's MAC address) to
connect to the network.

- The frame must contain an RSN (Robust Security Network) element, whicmsthe
access point that the client supports WPA2 and is ready for authentication.

2.2.2 Stage 2: Obtaining PMKID (AP Response)

The vulnerable access point receives this request. It does not yet know whether the client's
password is correct, but it chedks PMK cache.

1. If the access point supports PMK caching (which is necessary for features such as
802.11r Fast Roaming, but is often enabled even without it), it sends the first EAPOL message
of the 4way handshake in response.

2. Itis in this first EAPOL fame, in the special RSN field, that the PMKID is contained.

3. The attacker intercepts this single frame and extracts three vital pieces of data from it:

- Captured PMKID

- BSSID (AP MAC)

- StationMAC (attacker's MAC address)

2.2.3 Stage 3: Offline BrutEorce

Thisi s the o6heartd of the attack. The attack
The entire brute force process takes place offline on their own equipment (usually using a GPU).

1. The attacker takes a dictionary of probable passwords (PSK).

2. For eab candidatePSK_guess from the dictionary, it performs the same two calcula-

tions as the router:
- CalculatePMK_guess = PBKDF2(PSK_guess,SSID,...)
- Calculate PMKID_guess = HMAC — SHA1(PMKID_guess, ...+ BSSID + _StationMAC)

3. Comparison:

- If PMKID_guess matches the Captured PMKID, the password has been found.

- If not, the next password frometldictionary is taken.

This process is extremely efficient (for example, in hashcat this is modé800) and
can try billions of combinations per second.
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3. PMKID attack (interception of away handshake by deauthentication)

This classic method is a twzhase attack that exploits a weakness in the management
frames of the 802.11 protocol and the nature of the WR¥AZ¥ Handshake.

3.1 Attack Mechanism

3.1.1 Stage 1: Forced Deauthentication (Dealtie) attacker finds the MAC addresses of
the access poiBSSID) and the connected client (StationMAC). Since 802.11 control frames
are not encrypted, he sends a spoofed deauth packet to the client on behalf of the access point.
The client, considering the frame to be legitimate, immediately disconnects amdatiaally
initiates the reconnection process.

3.1.2 Stage 2: Interception of thaMay Handshake

When the client reconnects, avdy WPA2 handshake occurs. An attacker in monitoring
mode records these four EAPOL frames to obtain key data for the attackaridom numbers
(ANonce from the AP and SNonce from the client), MAC addresses (BSSID/StationMAC) and
MIC (Message Integrity Code). This MIC, calculated based on the PSK, is what allows further
offline brute force attacks.

3.1.3 Stage 3: Offline BrutEorceThe PMKID attack's offline phase is the core of the
process, carried out entirely on the attacker's equipment (typically utilizing a GPU), meaning no
further contact with the router is required. The attacker takes a dictionary of probable passwords
(PX) and, for each candidate, performs the same cryptographic calculations as the router: first
calculating the assumed PMK, and then the PMKID_guess. If the calculated PMKID_guess
matches the Captured PMKID, the password is found.

4. Key Reinstallation Aack (KRACK).This attack exploits a flaw in the WPA2 protocol
discovered by Wang and Piesens in 2017. When a client receives a repeated message M3 from
the handshake (due to packet loss),-#stablishes the same session key and resets the counters
(none, packet number) to their initial values[1]. Since the key in WPA2 should only be used
once, such a reset violates cryptographic conditions and allows the same key to be reused. As a
result, KRACK allows an attacker to decrypt transmitted packets, repeabdify their con-
tents[1]. The initial research shows that KRACK can be used to steal passwords, cookies, and
other sensitive data, as well as inject malicious traffic into a session[1].

Conclusions. The attacks analysed show that although WPA2 cryppbgraemains
strong in essence, its practical security largely depends on implementation and configuration.
For example, WPAZ2 itself protects even complex passwords, but the WPS (Pixie Dust) vulnera-
bility allows it to be bypassed. On the other hand, flawghe handshake procedure (KRACK)
indicate that any WPA2 implementation could be vulnerable to key reinstallation, which leads to
key reuse. As a result, the threat of WPA2 must be assessed orAbg-case basis: when using
modern devices with updatedrfiware and WPS disabled, the risks are significantly reduced.
However, the vulnerability of PMKID attacks and the possibility of forced handshakes make
WPA2-PSK networks vulnerable to dictionary password attacks. Thus, WPA2 remains suffi-
ciently secure wheproperly configured (complex key, WPS disabled, management frame pro-
tection enabled, etc.), but otherwise, the attacks discussed above can pose a serious threat.
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Abstract: The study is devoted to the analysis of the causes, procedures and technical aspects of
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GMDSS. The requirements of IMO Resolution MSC.514(105), the provisions-Bf Rddommendation
M.493, and the procedural changes introduced by YZBT® and WR&023 have been examined.

Three operator action scenas were investigated using the SAILOR TGS 6000 GMDSS simulator. A
generalized distress cancellation formula has been proposed, and the need to enhance the competence of
shipbébs watch officers has been outlined.
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RESOLUTION 349 (REV.WR€19)

1) Reset the equipment immediately;

2) If the DSC equipment is capalié cancellation, cancel the alert in accordance with the
most recent version of Recommendation {RUM.493;

3) Set to channel 16; and

4H)Transmit a broadcast message to AAIlI St a
maritime mobile service identifMMSI), and cancel the false distress alert.

RESOLUTION 349 (REV.WR&3)

1) Follow the instructions on the radio screen, if applicableSwaitch off and switch on
after 10 seconds, and follow the instructions on the radio screen, if applicable;

2) If the digital selectivealling (DSC) equipment is capable of cancellation, start the dis-
tress sekcancel operation in accordance with the most recent version of Recommendation ITU
R M.493;

3) Set to channel 16; and

AHATransmit a broadStastti amessts agiev itmg fAtAHd s hi p
maritime mobile service identity (MMSI), and cancel the false distress alert.
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Abstract The development of autonomous vessels is beginning to create new challenges for in-
formation security. The person, as the last link in maintaining security on board, is being replaced by
digital technologies, which significip increases vulnerability to various types of cyberattacks. The pa-
per reviews modern threats to unmanned vessels and analyzes current international requirements for
their cyber protection. A classification of means of ensuring information securityarfambus vessels
by groups was proposed.
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Abstract: The article examines the digital transformation process within the maritime industry
and the transition to the use of Maritime Autonomous Surface Ships (MASS). A comparative analysis of
cyber threats facing traditionainanned vessels and fully autonomous vessels is conducted. Particular
attention is focused on the shifting nature of risks resulting from the elimination of the "human factor,"
which transforms threats from operational to catastrophic. New attack vectdrhain implications for
maritime safety are described. The article also highlights the role of the new regulatory framework, spe-
cifically IACS Unified Requirements UR E26 and E27, in establishing cyber resilience standards as a
mandatory condition for maain vessel operations.
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